3 Ways TIBCO LogLogic Helps
with GDPR Compliance
THE GENERAL DATA PROTECTION REGULATION CHALLENGE
All organizations that target
their goods and services
to EU citizens—those
within the EU as well as
those in the US and other
countries—are affected
by GDPR.

With the General Data Protection Regulation (GDPR), European Union (EU)
Regulation 2016/679, the European Parliament, the Council of the European Union,
and the European Commission intend to strengthen and unify data protection for
all individuals in the EU.
Developed in part to harmonize data privacy laws across the EU, the GDPR
applies to organizations that monitor EU persons or “data subjects” or offer
goods and services to people residing in the EU. The regulation applies to
organizations both located within and outside of the EU.
The GDPR also applies to all organizations, regardless of their location, that
process or store personal data of EU data subjects. Hence, not only European
organizations, but also organizations based in the United States and other
countries may need to adhere to the GDPR. The GDPR will take effect in May 2018.
Key requirements include:
• Secure processing of data
• Encryption or pseudonymization of personal data (privacy by design and
by default)
• Additional rights of data subjects, which include the right to erasure or to “be
forgotten,” and the ability to move their data from one electronic processing
system to another
• Software data protection by design and by default (design with security as a
primary consideration)
• Notification for breaches of personal data within 72 hours
• Fines of up to €20 million, or four percent of annual turnover (revenue),
whichever is greater
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TIBCO LOGLOGIC

THE COMPLIANCE SOLUTION: MACHINE DATA

TIBCO LogLogic® log
management intelligence
platform provides complete
visibility into your on-premises
and cloud IT infrastructure via
advanced analytics including
browser-based pre-packaged
dashboards, detailed reports,
real-time alerts, and faster search.
Within seconds, not days, its realtime forensics engine can quickly
get to the root cause of incidents
enabling effective and efficient
decision-making.
TIBCO LogLogic®
Compliance Manager provides
customizable report workflow
that simplifies the review and
audit process for adherence to
internal and external policies
for major mandates like COBIT,
FISMA, GDPR, HIPAA, ISO,
ITIL, NERC, GPG-13, PCI DSS,
and SOX.

Machine data can offer you insights into many aspects of your business:
transactions, user access, applications, operating system, network infrastructures,
and IoT devices, just to name a few. The information and insights gained from
machine data support any number of use cases and can also be enriched with
data from other sources.
TIBCO LogLogic® log management intelligence platform can help you get those
insights, which in turn can help support your GDPR compliance program. Here are
three ways LogLogic® can support your GDPR needs:
1. DATA PRIVACY AND PROTECTION
Article 32 – Security of Processing
Article 32 defines security measures regarding the processing of personal data.
This includes insuring that data both in transit and at rest is properly secured and
can only be accessed by authorized personal.
LogLogic offers you the ability to quickly monitor, report on, and alert for:
• Risky or suspicious traffic
• Unsecured data transports
• Access control list changes on your file servers and datastore
• And more
Insights from machine data provide early warning of threats to your
digital infrastructure.
2. BREACH NOTIFICATION
Articles 33 and 34 – Notification
GDPR defines a personal data breach as a breach of security leading to the
accidental or unlawful destruction, loss, alteration, unauthorized disclosure of, or
access to, personal data transmitted, stored, or otherwise processed.
In the event of a personal data breach, you must notify the supervisory
authority without undue delay, and if feasible, within 72 hours of becoming aware
of the breach. The notification must contain, among other information, the nature
of the breach, including the number of data subjects affected and your steps
for remediation.
For example, a hospital could be responsible for a personal data breach if a
patient’s health record is inappropriately accessed due to a lack of appropriate
internal controls. Machine data allows organizations to quickly detect, investigate,
and scope breaches.
Detailed forensics can be run to track how and when the breach occurred,
which systems and data were accessed and when, how many people and records
were affected, and what remedial measures need to be taken.
LogLogic provides the ability to quickly run forensic and monitoring reports for
activity such as:
• File server and database access reports
• User access reports
• Infrastructure
These LogLogic reports and others can help you meet your
notification requirements
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3. SEARCH AND REPORT ON PERSONAL DATA PROCESSING
Articles 15, 17, 18, and 28 – Data Subject Rights
Organizations must ensure that only authorized personal have access to personal
data. Additionally, they must make available to auditors all information necessary
to demonstrate compliance with the responsibilities laid down in this article. And
they must allow for and contribute to audits, including inspections conducted by
the organization or by an auditor contracted by the organization.
LogLogic gives you the ability to run scheduled reporting audits on your
machine data as well as a compliance workflow that tracks assigning, completing,
and defining a review schedule, and other tasks.
The GDPR grants EU citizens the right to know what personal data is being
processed about them, with whom it is shared, and where it is processed (Article
15). Data subjects can also ask that their personal data be corrected (Article 16)
or deleted (Article 17). Those processing the data are required to ensure that only
authorized persons are involved with processing personal data, and when the
processing is complete, a request can be made for all personal data to be deleted
or returned, including, in some cases, backup copies.

GDPR dashboard

SUMMARY
Machine data gives organizations end-to-end visibility into their infrastructure and
processing activities, which is critical information for GDPR compliance. LogLogic®
log management intelligence platform can help you leverage your machine data
to provide documentation about what personal data was accessed, by whom,
how it was used, and when it was deleted.
To learn more about TIBCO LogLogic® and how it can help you with compliance
and other business challenges, check out https://www.tibco.com/resources/
datasheet/tibco-loglogic-log-management-intelligence.
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